Abstract. This paper describes how the communicating parties can employ intensity and state estimation to detect if the eavesdropper has siphoned off and injected photons in the received communication. This is of relevance in quantum cryptography based on random rotations of photon polarizations.
considered in this paper. This new protocol is called ISA (intensity and state aware) quantum cryptography. A certain fraction of the received photons are examined for their intensity and state to determine if Eve has siphoned off photons and replaced them with other photons that can be found by determining the state.
The ISA system can be used for the standard three-stage protocol or its many variations [13] - [16] including the one-stage protocol [2] . In this paper, the process of state determination will be illustrated by examining only one transmission.
Intensity and State Aware Protocol (ISA)
In the ISA protocol proposed here, Alice keeps track of the state of the photons in addition to the intensity of the photons. In general, we will consider mixed states for which the density operator is a convenient representation. Assuming that a quantum system is in one of the number of states . The main criterion to decide if a state is pure or mixed is considering the trace (tr) of the density matrix. If the tr is less than one then the state is said to be a mixed state else it is pure state.
Alice initially sends a bunch of photons which are in pure state and are randomly polarized to Bob. At this step, Alice computes the density matrix of the pure state photons. Bob rotates these photons through an angle of which can be either 0 o or 90 o and sends them back to Alice. This is achieved by quantum state tomography by which identical unknown quantum states is characterized. Initially, all the photons pairs are filtered using the spatial filters and frequency filters. After the filtering process, the unknown states are measured by the process of projection [12] . An arbitrary polarization measurement can be realized using a quarter-wave plate, a halfwaveplate and a polarizing beam splitter (PBS) in an order. The quarter-wave plate and the halfwaveplate are used to rotate the state to H .
Then the PBS will transmit the projected state and reflect its orthogonal compliment. The resultant measurement state is sent through the detectors and a photon counting circuit is implemented to maintain the coincidental counts. Using the likelihood function, the T matrix is obtained and using the T matrix density operator can be calculated as = T -1 T / Tr{ T -1 T} [12] .
Once the density operator or matrix is obtained, any single-qubit density matrix, can be uniquely represented by three parameters {S 1 , S 2 , S 3 } are the Stokes parameters such that =
Measurements can also be made in any non-orthogonal bases. Once Alice receives the photons from Bob in the second stage, she computes a new density matrix for that photon state as ′′ and then compares it with and ′. If there is no match, then
Alice assumes that the states that she received is not pure and she makes sure by verifying if the trace of ( ′′ ) 2 is less than one which means that it is mixed state. This is how Eve is detected in this model. Let the polarization of photons added by Eve be φ. Combining the results from all the above experiments, the graphs in Figure 12 and Figure 13 are obtained. The Figure 12 shows the varying peak intensities as the difference between and φ varies. Similarly Figure 13 shows the varying angle at the peak intensities as the difference between and φ varies. 
Conclusion
The ISA protocol overcomes one of the drawbacks of iAQC and helps to detect the intruder by tracking the state of the photons. This paper has shown the influence on the main received state and angle between the polarizations chosen by Alice and those by Eve so as to determine
whether Eve is present. But this has only been done in a general way. Further research needs to obtain statistical results on the confidence in the decision reached and how it is related to the number of photons that are used in the cryptographic protocol.
Further research is also needed to investigate the use of other means of coding binary information in quantum state in the communication between the two parties. This can include use of mixed quantum states. Mathematical analysis will be performed to relate the confidence in detecting the eavesdropper based on analyzed fraction of data and also the probability of false alarm. The eavesdropper's actions will be examined from a game-theoretic perspective. The performance of the various variants of the three-stage protocol will be investigated for various noise environments.
